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Abstract

Risk management is an action that helps a software
development team to understand what kinds of risks
are there in software development. Risk is always
concern with today’s and yesterday’s uncertainty. It
is a potential problem. So, it might happen, it might
not. It is better to identify its probability of
occurrence.
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1. Introduction

There are lots of risks involved while creating the
high quality software on the time and within budget.
However, in order for it to be advantageous to take
these kinds of risks, they must be cover for by a
perceived reward. The greater the risk, the greater the
reward must be to make it worthwhile to take the
great opportunity. In applications building the
possibility of reward is great, but so is the
prospective for tragedy. “If you don’t actively attack
the risks, they will actively attack you”. In order to
successfully manage a software project and reap our
rewards, we must learn to identify, analyze, and
control these risks. This Paper focuses on the basic
concepts, processes, and techniques of software risk
management. There are basic risks that are universal
to almost all software projects. Although there is a
simple basic component of risk management inherent
in good project management, risk management
differs from project management in two following
ways:
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Boehm defines four major reasons for implementing
software risk management [Boehm-89]:

1. Avoiding software project disasters,
including run away budgets and schedules,
defect-ridden  software  Products and
operational failures.

2. Avoiding rework caused by erroneous,
missing, or ambiguous requirements, design
or code, which typically consumes 40-50%
of the total cost of software development.

3. Avoiding overkill with detection and
prevention techniques in areas of minimal or
no risk.

4. Stimulating a win-win software solution
where the customer receives the product
they need and the vendor makes the profits
they expect.
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2. Define Software Risks

So, what are risks? Risks are concern with danger. It
is potential problems. Suppose every time we cross
the street, we run the risks of being hit by the vehicle.
The risk does not start until we make the
commitment, until we step in the street. It
automatically ends when the problem occurs or the
possibility of risk is eliminated. A software project
may encounter various types of risks likes:

» Project risks identify potential budgetary,
schedule, personnel (staffing and
organization), resource, stakeholder, and
requirements problems and their impact on a
software project.

» Technical risks include problems with
languages, project size, project functionality,
platforms, methods, standards, or processes.
These risks may result from excessive
constraints, lack of experience, poorly
defined parameters, or dependencies on
organizations outside the direct control of
the project team.

» Business risks include 1. Building and
excellent and intelligent product or system
that no one really wants (Market risks). 2.
Building a product or system which is no
longer fits into the overall business
strategies for company (strategy risks). 3.
Building a product that the sales force
doesn’t understand how to sell (sales risks).

4. Losing the support of senior management due to a
change in focus or change in people (Management
risks). 5. Losing the budgetary or personnel
commitment (budget risks).

» Known risks are those that can be
uncovered after careful evaluation of the
project plan, the business and technical
environment in which the project is being
developed, and other reliable information
sources.

» Predictable risks are extrapolated from past
project experience. (Staff turnover, poor
communication with the costumer, etc.)

» Unpredictable risks are the joker in the
deck. They can do occur, but they are
extremely difficult to identify in advance
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3. Risk Management Process

This process starts with the identification of a list of
potential risks. Each of these risks is then analyzed
and prioritized. A risk management plan is created
that identifies containment actions that will reduce
the probability of the risk occurring and/or reduce the
impact if the risk turns into a problem. The plan also
includes contingency actions that will be taken if the
risk turns into a problem and the associated triggers
(indicators that the risk is turning into a problem).
The containment part of the plan is then implemented
and actions are taken. The tracking step involves
monitoring the status of known risks as well as the
results of risk reduction actions. If a trigger indicates
the onset of a problem, the corresponding
contingency plans are implemented. As new status
and information are obtained, the risk management
plans are updated accordingly. Tracking may also
result in the addition of newly identified risks or in
the closure of known risks.

Prioritized Risks

Risk Management Plan

Information Containment :
Actions :

Status

— :
Closed Trigger Status
Risks :
Contingency ‘

Actions I

Figurel: Risk Management Process

Risk management process is on-going part of
managing the software building. It si designed to be a
continuous  feedback loop where additional
information and risk status are utilized to refine the
project’s risk list and risk management plans.

Risk ldentification

Risk Identifications is a systematic attempt to specify
threats to the project plan. By identifying known and
predictable risks, the project manager takes a primary
step towards avoiding them when possible and
controlling them when necessary.

There are two types of risks for each of the categories
that have been presented. Generic risks and product-
specific risks. Generic risks are a potential risks to
every software that is to be built. Project specific
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risks can be identified only by those with a clear
understanding of the technology, the people, and the
environment that is specific to the software that is
specific to the software that is to be developed. One
method for identifying risks is to create a risk item
checklist. The checklist can be used for risk
identifications and focuses on some subset of known
and predictable risks in the following generic
subcategories that is:

» Product size — risks associated with the
overall size of the software to be developed
or modified.

» Business impact — risks associated with
constraints imposed by management or the
marketplace.

» Stakeholder — risks associated with the
sophistication of the stakeholders and the
developer’s communicate with stake holders
in a timely manner.

» Process definition — risks associated with
the degree to which the software process has
been defined and is followed by the
development of organization.

» Development environment —  risks
associated with the availability and quality
of the tools to be used to build the project.

» Technology to be built — risks associated
with the complexity of the system to be built
latest of the new technology that is packaged
by the system.

Staff size and experience — risks associated with the
overall technical and project experience of the
software engineering that will do the particular work.

The risk item checklist can be organized in different
way. Questions are relevant to each of the topic can
be answered for each software project the answer of
the each questions are allows you to estimate the
impact of the risk

Finally the numbers of risk components and drivers
are listed along with their probability of occurrence.
The risk components are defined in the following
manner:

» Performance risk — that the product will
meet its requirements and be fit for its
intended use.

» Cost risk — that the project budget will be
maintained.
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» Support risk — which the resultant software
will be easy to correct, adapt and enhance.

» Scheduled risk — which the project
scheduled, will be maintained and that the
project will be delivered on time.

The impact of each risk driver on the risk component
is divided into one of four impact categories —
negligible, marginal, critical, or catastrophic. For that
we have to develop the risk calculation table or we
can say risk table. The impact category is chosen
based on the characterization that best fits the
description in the table.

Risk Projection

Risk identification is also known as risk estimation,
attempts to rate each risk in two ways — (1)
Probability that the risk is real. (2) The consequences
of the problem associated with the risk, should it
occur. You always work along with other managers
and technical staff to perform four (4) risk projection
steps:

Establish a scale that reflects the perceived
probability of a risk.

Delineate the consequences of the risk.
Estimate the impact of the risk on the
projection and the product.

Assess the owverall accuracy of the risk
estimation so that there will be no
misunderstanding.

YV VV VY

Components

Perf: S Cost Schedule

PP

Category

Failure results in increased costs
and schedule deloys with expected
volues in excess of $500K

Failure to meet the requirement
1 | would result in mission failure

Catastrophic Significont Nonresponsive or | Significant financial | Unochievable
degrodation fo unsupporioble shortages, budget oC

2 | nonachievement | softwere averrun likely

of technical

performance

Failure to meet the requirement would Failure results in operational deloys
1 | degrade system performance 1o & point | and/or increased costs with expected
where mission success is questionable volue of $100K to $500K

Critical Some reduction Minor delays in Some shorloge of Possible

2| in rechnicol software finoncicl resources, | slippoge
performance modificotions possible overruns in IOC

Failure to meet the requirement would Costs, impacts, and/or recoverable
1| result in degrodation of secondary schedule slips with expected value
mission of $1K 10 $100K

Marginal Minimal to small Responsive Sufficient financiol Realiskic
| reduction in software resources ochievable
2| vechnical support schedule
pecfarmance

Failure to meet the requirement would Error results in minor cost ond) or
1 | create inconvenience or nonoperational schedule impoct with expected value
impact of less thean $1K

Negligible
9 No reduction in | Easily supporioble | Possible budget Eorly
2 | technical solwor wndoron ochiovoble
performance oC

Note: (1) The potential consequence of undetected software errors or faults,
[2] The potential conseauence if the desired oulcome is not achieved.

The intention of these steps is to consider risks in a
manner that leads to give priority. No software team
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has the resources to address every possible risk. By
priority risks, you can allocate resources where they
will have the most impact.

4. Conclusion

My research work is on Risk Management in
software engineering. Here |1 am research work is
focusing on risks are in the software building. By
reading this paper everyone can easily understand
that what is risk in software and how to manage the
risk.
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