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Abstract images. Steganography sometimes is used when
encryption is not permitted. Or, more commonly,

T o d aall the multimedia work done via internet so Steganography is used to supplement encryption. An
itds an urgent need to peeypEed tfile rmag sl ahidg informatian Wsingi ci ous
attacks. This lead to the research in the area of Digital Steganography, so even if the encrypted file is
watermarking and cryptography which intends to deciphered, théidden message is not seen [The
protect the copyright information of the intellegls. ~ Objective of Steganography is to hide a secret message
In th|S paper a DCT based Steganography Scheme iSVV|th|n a COVe'Fmed|a n SUCh a Way that OtherS cannot
proposed which provides higher resistance to imageQiscern thg presence of the hidden message. Technically
processing attacks such as JPEG compression, noisei " si mpl e words fiSteganograph
rotation, translation etc Steganography has been Piece ¢ dat a wi tStegamographyouses ¢he o .
implemented In MATLAB?.6 using basic image opportunity of hiding information into digital
processing techniques. Steganography is the multimedia files and also at the network packet level.

technique of hiding confidential information within ~ Stéganography (literally meaningovered writing
any media. Steganography is often confused with dates back to ancient Greece, where common practices
cryptography because the two are similar in the way congsted of etching messages in wooden tablets and
that they both are used to protect confidential covering them with wax, and tattooing a shaved
information But we have design a simulator in which messenger'shead, letting his hair grow back, then
we have transmit our data via mail or LAN. For Shaving it again when he arrived at his contact point.
securing the data, this will be password protected. For Generally, a Steganography message will appear to be
design this simulator we have encrypted our data andsomething else: a picture, an article, a shopping list, or
after that without password we will not decrypted the SOme other messagehe cover text Classically, it may
data. Our al conclusion is that we will secure our be hidden by using invisible ink between the visible
information. The difference between the two is in the lines of innocuous documents, or even written onto
appearance in the processed output; the output of clothing. To hide data, we needeofthree things: the
Steganography operation is not apparently visible but ability to insert a sequence containing the data, to alter
in cryptography the output is scrambled so that it can a@n existing innocuous sequence, or to find redundancy
draw attention. In this paper, we have tried to In an existing sequence and leveraging it to hide
elucidate the different approaches towards data.[155].
i mpl ementation of Steganography using Oomultimedi ab
file (text, static image, audio and video) and Network KercChoffs’ principle
IP datagram as cover. 1 Secure with knowledge of the system

9 Message can only be read with secret key

Keywords Todayos steganographic syster
objects like image, audio, video etc., as cover media

IP (Internet Protocol), IP datagram fragmentation, LAN ~ because people often transmit digital pictures over

(Local Area Network) Steganography, email and other Internet communication [11]. In
modern apprazh, depending on the nature of cover
1. Introduction object, Steganography can be divided into five types

[12].

Steganography is the art and science of writing hidden
messages in such a way that no one apart from tr
intended recipient knows of the existence of the
message. Steganographyorks by replacing bits of | |

useless or unusediatain regularcomputerfiles (such Audio Videno Text Image
as graphics, sound, texiTML, or evenfloppy disk9
with bits of different, invisible information. This hidden
information can beplain text, cipher text, or even
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Steganography

Fig 1: Steganography
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1.1 Modern techniques of steganography

Volume-2 Number4 Issue6 Decembe2012

The details of above techniques are explained below:

The common modern technique of steganographyjodification of LSB of a cover image in ‘bitmap'
exploits the property of the media itself to convey aformat [1]: In this method binary equivalent of the

message.

message (to be hidden) is distributed among the LSBs

The following media arehe candidate for digitally of each pixel. For example we will try to hide the

embedding messagsuch asPlaintext Still imagery
Audio and VidegIP datagram[12].

char act er -htAdbor image. We arentakidg
eight consecutive pixelfrom top left corner of the

image. The equivalent binary bit pattern of those pixels

1.1.1Plaintext steganography

may be like this:

In this technique the message is hidden within a plai®0100111 11101001 11001000 00100111 11001000
text file using differentschemes like use of selected 11101001 11001000 00100111

characters, extra white spaces of the cover text etc.
Use of selected characters of cover TextSender

Then each bit of binary equivalence of letter 'A' i.e.
01100101are copied séally (from the left hand side)

sends a series of integer number (Key) to the recipierto the LSB's of equivalent binary pattern of pixels,
with a prior agreement that the secret message is hiddessulting the bit pattern will become like this:

within the respective position of subsequent words of
the cover text. For
4, 6and

e x a mph160110 1 &10190 r 110910011 09106110, 113010002 , 3,
the indAoveramt eXt fii StE10100& 1M00j000i00LE0d11

t o d.®g the hidden messagdiiAt f.v oA 0fi 0 0 Theronlyt phroblem with this technique is thaistvery

number series will indicate a blank space time

vulnerable to attacks such as image compression and

recovered message. The word in the received cover teférmatting.

will be skipped if the number of characters in that word

is less than the respective number in the series (Key).2.1Apply of LSB technique during discrete ciog

which shall also be skipped during the process of
message unhidd]

Use of extra wite space characters of cover teft:
number of extra blank spaces are inserted between
consecutive words of cover text. This numbers are
mapped to a hidden message through an index of a
lookup table.

1.2 Still imagery steganography
The most widely used tenlgue today is hiding of
secret messages into a digital image. This
steganography technique exploits the weakness of the
human visual system (HVS). HVS cannot detect the
variation in luminance of color vectors at higher
frequency side of the visual spectruA picture can be
represented by a collection of color pixels. The
individual pixels can be represented by their optical
characteristics like 'brightness’, '‘chroma’ etc. Each of
these characteristics can be digitally expressed in terms
of 1s and Os.
Leag Significant Bit (LSB) can be used for something
else other than color information. This technique can be
directly applied on digital image in bitmap format as
well as for the compressed image format like JPEG. In
JPEG format, each pixel of the image igitlly coded
using discrete cosine transformation (DCT). The LSB
of encoded DCT components can be used as the carriers
of the hidden message.
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transformation (DCT) on cover image.

The following steps are followed in this case:

The Image is broken into data units each of
themconsists of 8 x 8 block of pixels.

Working from topleft to bottomright of the
cover image, DCT is applied to each pixel of
each data unit.

After applying DCT, one DCT Coefficient is
generated for each pixel in data unit.

Each DCT coefficient is then quéaed against

a reference quantization table.

The LSB of binary equivalent the quantized
DCT coefficient can be replaced by a bit from
secret message.

Encoding is then applied to each modified
guantized DCT coefficient to produce
compressed Stego Image.okup table. For
example extra three spaces between adjacent
wor ds indicate t he numbe
subsequently indicates a specific text of a
look-up table which is available to the both
communicating parties as a prior agreement.
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part of the secret message should be contained in the
‘ Steganography ‘ header of the stego data file. The message must become
part of the cover data and should be immune to
¢—4‘—‘ Covered ciphrs manipulgtion attacks such as-sampling or filtenng.
Ideally, it would also be a good idea to include error

Data Linguistic correcting codes into the message so that if the stego
| ‘ data is damaged, the message can still be recovered.
{ 1 l Open cpers Finally, it is imperative that the original cover data

never fall into the hands of aavesdropper or be used

twice. Since the embedding process is additive, the

rLL Misoelings Phonetice secret message can be reppvered if an eavesdropper has
different stego files with utilize the same cover data.

Hudio

Images ‘ Text ‘ Semagrams

Visual || Text ‘ lon ‘ .
i 3. ProposedAlgorithm
Fig 2: Basic Structure Steganography [L5] An image with a secret message inside easily be
spread over the World Wide Web or in newsgroups. To
2. Problem formulation hide a message inside an image without changing its

visible properties, the cover source can be altered in
As with any other science, steganography has its owR NO0i sy o areas with many <colo
set of terminology. The term cover is used to describ@ttention will be drawn to the modsftions. The most
the original message in which we will hide our secrettommon method is to the use of the lesighificant bit
message. Once we embed our secret message into {&B), filtering and transformations on the cover
cover, the new message is known as the stego data. THeage. This technique can be used with varying degrees
stego data is analogous the cipher text of cryptographgf success on different types of image filéfiding
[3]. information into a medai requires following elements
A secret message is embedded into the cover data usiftfl]
some sort of embedding algorithm. The cover datamay 1. The cover Image thatill hold the hidden data
be a single file, but that isot necessarily the case. The 2. The secret message may be plain text, cipher

embedding algorithm then outputs the stego data. textor any type of data

There is, however, a minor detail that needs to be added 3. Thestego functionke)and its inverseRe-1)
tothesystemRecal | Kirchhof f 6s prdi Miaqptpnakstegkgnl) erpassworg may e
that the security of a system should not be based on the used to hideind unhide the message.
obscurity of the algorithm, but on the strength of its

key. Dover Image

-

Therefore the embedding algorithm should require a
key as an input. Additionally it is advidakto encrypt
the secret message prior to embedding it [2]. Hiding data

Cover Image i I#'

Embedding
algorithm

Steqo Image

;

Civer |Iﬂﬂl]l?! Ke!‘ Deseding Communication chanmnel
— T T
Erbedding Steqo Image 4G . f g 4 decodi
alqurithm (0] eneric process of encoding an ecoding
Hiding data j

4. Simulation results
Fig 3: Generic Steganographic System For implementation of Steganography System for
hiding data or text with an image we have designed
%ncoder and Decoder GUI in MATLAB and store the
various images as a data base. Put the buttons at
:EBUIDE window at front end side and also write codes
3t backend side of GUI and change the Layout at
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There are some requirements that embeddin
algorithms should meet. Firstly, the distortion of the
cover data as a result of the embedding algorith
shoutl be as imperceptible as possible. Secondly,
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MATLAB layout window and write a program for run

the design GUI and also store the images in data base of
MATLAB. This program has been

run at two

computers via Enail or LAN.

ENCODER
Cowr imagn.

Encoder Side:Running GUI at Encoder Side
Load the Cover Image: Load lena.bmp as a
cover Image

Enter a Secret Message to hide

e
1 DECODER
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Enter a Password to encode cover image
with secret message and generate stego
image to hide
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d. Save the Encoded Image in Data Base
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Folder

Generate the Stagolmage and sent to
Channel
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C.
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Decoder Side:Running GUI at Decoder Side

Load the Stago Image: Load lena.bmp as
Stego

Enter the Password for Decoding the Secret
Data Message at Decoder Side

Passwaod is checked .If it is correct,
Window is shown in fig and waits for
message retrieval



