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Abstract

In this paper the authors have introduced a new
symmetric encryption method named as Modern
Encryption System Standard Version V. The system
is basically an extension of MES I,11,111 & IV and
Bit level Encryption Standard(BLES)-11 & III.
MES-1,11,111 mostly based on byte level encryption
method. BLES-L,11,111 are based on mostly bit level
encryption methods. Here mainly three different
module of encryption have used.Those methods are
Modified Generalized Vernam Cipher Method with
feedback, Bit level Generalized Modified vernam
cipher method with feedback, and Bit wise XOR
operation. The Modified Generalized Vernam
Cipher Method is the Byte level method and this is a
block cipher method. Here ‘Feedback’ of each
character is used for the encryption of the next
character. In the Bit level Genaralized Modified
Vernam Cipher Method with Feedback key used is
the same length as the input file. The key is
essentially a stream of bits. This method is used
multiple times in both ways from left to right and
then from right to left. In the Bit wise XOR
operation ,bit wise XOR operation performed with
bit-1 with bit-n(last bit) and substituted in the
position n and bit-2 with bit-n-2 and substituted in
position n-2. The present method applies multiple
encryption and multiple decryption. From the
entered key string the randomization number and
encryption number are calculated using a method
proposed by Nath et al. This present method will be
used for encrypting short message, password,bank
data, and other confidential data. This method is
free from brute force attack,plain text attack or
differential attack.
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1. Introduction

In this age of universal electronic connectivity, of
viruses and hackers, of electronic eavesdropping and
electronic fraud it is a big challenge for a sender to
send confidential data from one place to another
through network. The confidential data cannot be
sent from one computer to another computer as the
intruder and hacker can intercept the data. The
Hackers have created various crack software. Using
that software anyone can break any password and can
log into any confidential site. All these are happening
because of free network access. Network access is
now free to anyone. So when a user is working in a
network environment then the user must be very
careful about his/her confidential data. . Any kind of
private data should not be sent in raw form from one
computer to another. The private/confidential data
must be encrypted first and then it should be sent
over the internet. Otherwise anytime the disaster may
come. To overcome this problem one has to send the
encrypted text or cipher text form client to server or
to another client instead of sending in unencrypted
form.

Cryptography and cryptanalysis is now a very
important research area in modern digital
communication network. Nowadays network
security and cryptography is an emerging research
area where the programmers are constantly trying to
develop some strong encryption algorithm so that the
confidential data when encrypted remain secret from
the attacks of hackers and intruders.

The cryptography methods can be divided into two
categories: (i) symmetric key cryptography where
one key is used for both encryptions an decryption
purpose. (ii) Public key cryptography where two
different keys are used one for encryption and the
other for decryption purpose. In symmetric key we
have to maintain only one key and hence the key
management is simple. In public key cryptography
we maintain two keys one is public key which is
known to everybody and that can be used for
encryption purpose and there is another key called
private key which is kept secret key and that is used
for decryption purpose only. The main advantage of
symmetric key cryptography is that the key
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management is very simple as one key is used for
both encryption as well as for decryption purpose. In
this method the key is called secret key and it should
be known to sender and receiver both.

The present method is a symmetric key cryptographic
method which is introduced as The Modern
Encryption Standard Version V. This is an upgraded
version of earlier version developed by Nath et al.
Recently Nath et al developed cryptography method
called Modern Encryption Standard version-1 and
Modern Encryption Standard version-1l. and Modern
Encryption Standard version-I11.

The present The Modern Encryption Standard
Version V uses three different encryption method
such as modified generalized byte level Vernam
cipher method with feedback, bit level generalized
modified vernam cipher method with feedback, and
bitwise xor encryption method. In this version both
bit level and byte level encryption method are applied
to develop more secure encryption. In both byte and
bit level of vernam cipher method feedback from
previous encryption is used for next encryption which
results in more potent encryption and in both cases
the key used is taken from the randomized array. The
keygen() function is called at the start of the
encryption which generate the encryption number
and the randomization number. The output shows
that the encryption is very strong as the encrypted
text is totally different .The present method applied
on repeated pattern but the output contains totally
different pattern. This method is useful for encryption
of different text, password, defense data, bank data
etc.

2. Algorithm bytewise vernam cipher
with feedback encryption
function:vernamenc(file f1 file f2)

step 1 set ch1=0

step 2 set n2=0

step 3 set i=0

step 4 if i>=16 go to step 11
step 5 set j=0

step 6 if j>=16 go to step 10
step 7 set mat[i][j]=n2

step 8 set n2=n2+1

step 9 set j=j+1 and go to step 6
step 10 set i=i+1 and go to step 4
step 11 call randomization()

step 12 n2=0

step 13 set i=0

step 14 if i>=16 go to step 21
step 15 set j=0
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if j>=16 go to step 20

set key[n2]=mat[i][j]

set n2=n2+1

set j=j+1 and go to step 16

set i=i+1 and go to step 14

open file f1 in read mode

open file f2 in write mode

set times3=1

set pass=1

read first 256 character from file f1
and assign it to array a[256] and
assign the number of character read
ton

if n!1=256 go to step 51

set i=0

if i>=n go to step 31

set str[i]=a[i] // str[256] is an array
set i=i+1 and goto step 28

call encryption(str,n)

read first 256 character from file f1
and assign it to array a[256] and
assign the number of character read
ton

if pass=1 set times=(times +
times3*11)%64 and increase pass
by 1

if pass=2 set times=(times +
times3*3)%64 and increase pass by
1

if pass=3 set times=(times +
times3*7)%64 and increase pass by
1

if pass=4 set times=(times +
times3*13)%64 and increase pass
by 1

if pass=5 set times=(times +
times3*times3)%64 and increase
pass by 1

if pass=6 set times=(times +
times3*times3*times3)%64 and set
pass=1

increase times3 by 1

call randomization()

set n2=0

set i=0

if i>=16 go to step 50

set j=0

if j>=16 go to step 49

set key[n2]=mat[i][j]

increase n2 by 1

set j=j+1 and go to step 45

set i=i+1 and go to step 43

go to step 26
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set i=0

if i>=n go to step 55
str[i]=ali]

set i=i+1 and go to step 52
call encryption(str,n)
close all files

bitwise vernam encryption with
feedback:vernambitenc(file
input,file output)

set k=0

set i=0

if i>=16 go to step 10

set j=0

if j>=16 go to step 9

set mat[i][j]=k

increase k by 1

increase j by 1 and go to step 5

set i=i+1 and go to step 3

call randomization()

set i=j=0

set cr1=0

open input file as fpn

read next character from fpn and
assign to ch

if eof is found go to step 36

call char_to_bit(ch,bitpattern[8])
call char_to_bit(mat[i][j],key_bit[8])
set i=i+1

if i=16 set i=0 and set j=j+1

if j=16 set j=0

set
cr=(bitpattern[0]+key_bit[0]+crl)%2
set cb[0]=crl=cr

set k=1

if k>=8 go to step 29

set
cr=(bitpattern[k]+key_bit[k]+cr1)%2
set ch[k]=cr

set crl=cr

set k=k+1 and go to step 24

set add=0

set k=0

if k>=8 go to step 34

set add=add+cb[k]*power(7-k)
increase k by 1 and go to step 31
write add to file f1

go to step 14

set k=0

set i=0

if i>=16 go to step 45

set j=0
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if j>=16 go to step 44

set mat[i][j]=k

increase k by 1

increase j by 1 and go to step 40

set i=i+1 and go to step 38

call randomization()

set i=j=0

set crl=0

read next character from f1 and assign
to ch

if eof is found go to step 70

call char_to_bit(ch,bitpattern[8])
call char_to_bit(mat[i][j],key_bit[8])
set i=i+1

if i=16 set i=0 and set j=j+1

if j=16 set j=0

set
cr=(bitpattern[0]+key_bit[0]+crl)%2
set cb[0]=crl=cr

set k=1

if k>=8 go to step 63

set
cr=(bitpattern[k]+key_bit[k]+crl1)%2
set ch[k]=cr

set crl=cr

set k=k+1 and go to step 58

set add=0

set k=0

if k>=8 go to step 68

set add=add-+cb[k]*power(7-k)
increase k by 1 and go to step 65
write add to file f2

go to step 48

set k=0

set i=0

if i>=16 go to step 79

set j=0

if j>=16 go to step 78

set mat[i][j]=k

increase k by 1

increase j by 1 and go to step 5

set i=i+1 and go to step 72

call randomization()

set i=j=0

set crl=0

read next character from f2 and assign
to ch

if eof is found go to step 104

call char_to_bit(ch,bitpattern[8])
call char_to_bit(mat[i][j],key_bit[8])
set i=i+1

if i=16 set i=0 and set j=j+1

if j=16 set j=0
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set
cr=(bitpattern[0]+key_bit[0]+cr1)%?2
set cb[0]=crl=cr

set k=1

if k>=8 go to step 97

set
cr=(bitpattern[k]+key_bit[k]+cr1)%2
set cb[k]=cr

set crl=cr

set k=k+1 and go to step 92

set add=0

set k=0

if k>=8 go to step 102

set add=add+cb[K]*power(7-k)
increase k by 1 and go to step 99
write add to file f3

go to step 82

call file_rev(f3,f4)

set k=0

set i=0

if i>=16 go to step 114

set j=0

if j>=16 go to step 113

set mat[i][j]=k

increase k by 1

increase j by 1 and go to step 109
set i=i+1 and go to step 107

call randomization()

set i=j=0

set crl=0

read next character from f4 and assign
to ch

if eof is found go to step 139

call char_to_bit(ch,bitpattern[8])
call char_to_bit(mat[i][j],key_bit[8])
set i=i+1

if i=16 set i=0 and set j=j+1

if j=16 set j=0

set
cr=(bitpattern[0]+key_bit[0]+cr1)%2
set cb[0]=crl=cr

set k=1

if k>=8 go to step 132

set
cr=(bitpattern[k]+key_bit[k]+cr1)%?2
set ch[k]=cr

set crl=cr

set k=k+1 and go to step 127

set add=0

set k=0

if k>=8 go to step 137

set add=add+cb[k]*power(7-k)
increase k by 1 and go to step 134
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137
138
139
140

write add to file output file
go to step 117

close all files
stop
Bit wise XOR encryption

function:bitxorenc(file f1,file f2)

This function takes two files f1 and f2 as
argument

Open the file f1 in read mode

Open the file f2 in write mode

set I=size of file f1

set n1=1/32

set n1=1%32 // a%b returns the remainder
after dividing a by b

Go to the start of file f1

seti=0 and n=0

set j=0

set mat[i][j]=n

set n=n+1

Set j=j+ 1 and if j<16 go to step 9

set i=i+1 and if i<16 go to step 8

set i=1

if i>secure then go to step 17

call randomization()

seti=i+1 and go to step 14

set i=1

if i>nl then go to step 23

Read next 32 character from file f1 and
assign it to array datal[32]

Call bit_stream(datal[32])

Call encrypt_bit()

set i=i+1 go to step 18

if n2=0 go to step 30

set i=0

if i>=n2 go to step 30

Read next character fron file f1 and assign
to data2[i] of array data2[32]

set data2[i]=rshift_residual(data2[i],5)
write data2[i] to file f2

set i=i+1 go to step 25

close all files

bytewise vernam cipher with feedback
decryption function:vernamdec(file f1
file f2)

This algorithm is reverse of vernamenc
algorithm
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bitwise vernam decryption with FREQUENCY GRAPH FOR 1024 NO
feedback:vernambitdec(file input,file ENCRYPTED ASCII 2.
output) 8
7
This  algorithm is  reverse  of g
vernambitenc algorithm 2 T |
3 -
2 -
1
bitwise xor decryption 0
function:bitxordec(file f1,file 2) TARRREEREZEESZI
This algorithm is reverse of bitxorenc FREQUENCY GRAPH FOR 1024 NO
algorithm ENCRYPTED ASCII 3
3. Results and Discussion 25
2
The MES-V(Modern Encryption Standard version V) 1.5
applied on different type of text files. For example 1
this method when applied to a text containing 1024 05
numbers of ASCII O gives encrypted characters of '
. . N . 0
different types which is shown in the graph below. o e ot m oy
Also shown the graphs of other encrypted ASCII H MmN~ g NS e R0 dmn
characters below.
Fig 1: Frequency Graph of Different ASCII codes
FREQUENCY GRAPH FOR 1024 NO
ENCRYPTED ASCIIO This encryption method applied to different type of
8 text/patterns and shown below are the pairs of such
different type of patterns and the corresponding
6 cipher text.
4 Table-1: Some original text and Encrypted Text
2 sl. | Original Text Encrypted Text
0 No.
AAAAAAAAAAAAAAA | o sims o Mine 1, 5
AAAAAAAAAAAAAAA
AAAAAAAAAAAAAAA | -0 B % EH B ania
FREQUENCY GRAPH FOR 1024 NO YWY “( 64-As) BER W
ENCRYPTED ASCII 1 BAAAAAAAAAAAAAA | [aRE=Y: & ViDog>${4=[-1t
6 AAAAAAAAAAAAAAA | D:UTT sC 11 Fi1 7«z!Olbp
5 AAAAAAAAAAAAAAA | 1A %oPoe, x=ky e
a AAAAAAAAAAAAAAA
3 AAAAA (B + 64
5 2 As)
AAAAAAAAAAAAAAA | QUADI+¥,0AYyE
1 l 1“““ AAAAAAAAAAAAAAA 3/4!AO¥A) &R .
0 : AAAAAAAAAAAAAAA | [ UDgéwfx™ATA 1AcELax
TRS8ERELARRNZZAF AAAAAAAAAAAAAAA | [E.iB 7100icef 8GA
AAAAB (64
3 As + B)
4 00000000 0B2yy—.=
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11111111
5 11" 1o
6 01010101 }iEpUE=
1111111100000000 <
7 _éWEAIGL S-Fae
8 HE IS GOOD S EES
9 abcabcabcabc oAtbA EeeY 7
10 HE IS GOON D]»O/Es Y\
11 | CEIS GOON OAV "%N@f>
In the table below the plain text and the orresponding
encrypted text are shown. The text of SI. No. 12 & 13
are exactly same except the fourth character. owever
the encrypted text are quite different under the same
encryption key. The SI. No. 14 & 15 shows the same
thing.
Original Text Encrypted Text
12 | Information security has | f%4i a ¢ 3 (BGém
become a very critical | */R®2UO€S@ nall “.ceb
aspect of modern | nz:=)40]
computing systems. With | UAPéLintjob+ilf ZES®
the global acceptance of the | 1" 1.yz° 0}°2-Co-
Internet,virtually every | 1Z3i"yVs¢ 59,,, Ut
computer in the world | ®zAan'y%ed $®D}{A>
today is connected to every | wSoU4l.E.+
other. While this has | 3*U}Dc’ (] EIxUlnkZE°€f
created tremendous | Yup U 27'm°1{0%B3a"L—
productivity and | el2KGe® +01 (1 9t4&
unprecedented Cill M <iDgDZE °XEI°
opportunities in the world | 3UXi®A a LI«fu”
we live in, it has also | L{4,00Q §}Eif>

created new risks for the
users of these computers.

0 £evW} Im%o2 XU 1,
/0Sj=A ,§ fI-APai—

Nt
+3‘ZKOE|EE*...czC32
3|Yry, GM™ bb-& Z K’» 1d
~+45y, APol
°<Alx*iGSuxGID3,4Dr

13 | Inforpation security has | «ola°l olsf+ KI 45 ~oVi’
become a very critical | 6= YEC:JAG5> 40D
aspect of modern | G°#[%FEGF™NO)46 oVif
computing systems. With | 2 Tej» 0= o6i=k ( ¢&°
the global acceptance of the | Ygb T  ZY,.€To}ADS
Internet,virtually every
computer in the world | A
today is connected to every | G n;OFO06
other. While this has | 50H"ec“!«Axe0"n
created tremendous | TYmeo@ElY,,
productivity and | ¢e 0
unprecedented S” 4Q=z0ANYapSVAD
opportunities in the world | [MdAad4> »x2a»—|B#7i!
we live in, it has also | /"E*P"IV~0}*AC %56
created new risks for the | = oA b, A1K6US”
users of these computers. ["@ie0nsSus 1926

"A$SRUHwe;6 pFod™~A
¢U;&TelV¥F6S -0 i*YOl
FAXES -C[ib*j*8F—
&, («« $EIOUS"1®f9
zI"Gl€e +-b EVasT6e
AauhX,, YAA£3,aDr

14 | I1SOC is a professional | Wou;)y ma" mST™eA”™ -

membership society with
world wide organizational
and individual membership.
It provides leadership in

addressing  issues  that
confront the future of the
internet  and is  the
organization home for the
groups  responsible  for
internet infrastructure
standards.

™[] 074

0 i+31C
aLAAYY o] EcU §;
RI(U=TMZE€z:C’ @é=
=— QOA| PO N M$4 fZ
=Nt “h
49"E70$"AGsoSK A
16801x
YEOAuJ¥>&1-RAYFPARS
U 5™— 2H
[7]d:a 1401 YI@A™ a—
% TGCLA™HK “—p»(
*BogK ’4BoE>[1 O@LUb
*OA

{ "E\CQVKI( ?2:Opie aui
<V4AUEnfipvOcA¥4"§/An
[15 Sqf»...Soe{ He FY€E:
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15 | ISOC in a professional | @ "S iQ»(3% *™=x0

membership society with | YxfYUUJEPA;Y:

It provides leadership in | jfixim
addressing  issues  that | YaT fe
confront the future of the | \61o€FUZ iz
internet  and is  the | #E, [1 ™Uy) ASPg H!
organization home for the | EID80<_(xd%oih

internet infrastructure | d+0J Z5p
standards. jmtmp ]

u‘f3 66,,QoT=nNa

A OJPTACIA

world wide organizational | “Tn+x'AL$I»+° , ¢ (E
and individual membership. | 08Y¥XgalLHiaadP=UA» A
anAlytpK!e

J9K¥B*+

groups  responsible  for | OGI’La¥ = a6floPEU{ -
6boYE A& V4

A« "-}P94s)=Y"oAG

§ PAcE {koe[ ] «ANgq° fis

4. Conclusion

The MES-V is built up on both bit level and byte
level encryption method. The method is absolutely
strong against any type of attack such as known plain
text attack or differential attack or brute force attack.
Though only the component encryption modules are
applied here for once, multiple level of application
will yield much more stronger technique and more
potential against any type of cryptographic attack.
The encrypted text cannot be decrypted without
knowing the random matrix. The spectral analysis
shows the diversity of encrypted characters even
when the input plain text characters are of same type.
The same text except a different character at any
position gives quite different cipher text under the
same encryption key. This method is applicable for
encryption of short messages, secret data, financial
data, defense data, as well as applicable for large text
encryption also.
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